
USER DATA PROTECTION ON SOCIAL MEDIA IN 

THE FACE OF PROFILING CHALLENGES IN THE 

AGE OF ARTIFICIAL INTELLIGENCE



Introduction 



Objective:
Maximize user engagement and 

personalize services.

Role of Artificial Intelligence:

Leveraging big data.
Using algorithms for 

recommendations or analyses.

Profiling:
Analysis of behaviors and preferences 

to predict future actions.

WHAT IS PROFILING?



The Use of 
Artificial 
Intelligence 
in the 
profiling 
process.

Social media 
platforms collect vast 
amounts of data about 
their users.

With artificial intelligence, 
this data is used to 
create detailed profiles 
(profiling).

This phenomenon raises 
concerns about:

• Privacy.

• Data security.

• Individual freedoms.



OBJECTIVES OF 
PROFILING:



THE ROLE OF ETHICAL 
ARTIFICIAL 
INTELLIGENCE



MASSIVE 
COLLECTION 
OF PERSONAL 
DATA

This data includes:

Clicks, likes, 
and shares.

Browsing 
histories.

Metadata such 
as location.

This 
information is 
used to create 

a detailed 
profile of use

Every interaction on 
social media generates 
personal information.



CHALLENGES POSED 
BY PROFILING



EXAMPLES 
OF ABUSIVE 
PROFILING

Cambridge Analytica:

Facebook data used to 
manipulate election 
outcomes in several 
countries.

Consequences: harm to 
democracy and freedom of 
expression.

TikTok:

Concerns over foreign 
governments' access to user 
data.

Increased risks to digital 
sovereignty and privacy.



PSYCHOLOGICAL 
IMPACT OF 
PROFILING

Manipulation 
of choices:

Hyper-targeted 
ads exploiting 
users' emotions 
and 
vulnerabilities.

Digital 
isolation:

Algorithms create 
filter bubbles, 
limiting the 
diversity of 
opinions and 
reinforcing 
biases.

Stress and 
anxiety:

A feeling of 
constant 
surveillance, 
reducing trust 
online.



PRIVACY DATA 
PROTECTION MEASURES



BEST 
PRACTICES FOR 
USERS

Privacy Settings:
Disable tracking and 

limit shared data.

Protection Tools:
VPNs, tracking 

blockers, cookie 
management.

Education:
Learn to identify online 

risks.



CALL TO ACTION



CONCLUSION



QUESTIONS


